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ABSTRACT

A competency-based approach to education has become central in discussing and assessing
the quality of education. Competency is vital for any individual to cope successfully with chal-
lenging tasks in his/her professional, social and private life and achieve the goals set. In order to
practically implement the approach in higher education institutions, it is necessary to understand
what competencies are required by the labour market and what their structure is, as well as
to select or develop models or frameworks for describing these competencies. One of the most
relevant competencies in the modern world is digital competence which implies knowledge and
skills to use information and communication technology (ICT) to achieve professional, social and
personal goals. Although the need for developing digital competence is actual for specialists in any
field, the definition of its structure for ICT professionals is mainly ignored. Therefore, it can hin-
der the development of quality educational programs and prevent graduates from being equipped
with the necessary skills and knowledge. This study applies a systematic literature review to
answer three research questions concerning the types and structure of digital competence of ICT
professionals, the developed models and frameworks of digital and professional competence of
ICT specialists, and the representation of digital competence in the existing competence frame-
works and models. The research results offer the conceptualisation of digital competence for ICT
specialists. It includes transversal digital competence, general professional digital competence,
and specific professional digital competence, together with indicating an appropriate framework
for each of the competence types mentioned.

Keywords: competence framework, digital competence, higher education, ICT professionals, sys-
tematic literature review

Introduction

Education at universities is no longer considered as the delivery of academic knowl-
edge from a teacher to a student but as the acquisition of knowledge and skills that
are dictated by the needs of the labour market and promote the employability of stu-
dents and competitive growth, prosperity and innovation-driven development of world
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economies. A New Skills Agenda for Europe (European Commission, 2016) has empha-
sised the need for higher education institutions (HEIs) “to ensure that they equip grad-
uates with relevant and up-to-date skills”. In this context, the concepts of competency
and a competency-based approach to education have become central in discussing and
assessing the quality of education. Competency is vital for anyone to cope successfully
with challenging tasks in his/her professional, social and private life to achieve the goals
set. Competency-based education ensures personalised and learner-centred teaching,
learning and assessment that allow students to master and demonstrate observable skills
to succeed in their future professional and adult life. In order to practically implement
the approach in HEISs, it is necessary to understand what competencies are required by
the labour market and what their structure is, as well as to select or develop models or
frameworks for describing these competencies.

One of the most relevant competencies in the modern world is digital competence
which implies knowledge and skills to use ICT to achieve professional, social and private
goals. The European Union has set a goal that by 2030, at least 80% of citizens will have
basic digital skills (European Commission, 2022). Currently, attempts are being made
to define digital competence for citizens in general (Vuorikari et al., 2022), educators
(Redecker, 2017), consumers (Bre¢ko & Ferrari, 2016) and others. Although the need for
developing digital competence is actual for specialists in any field, the definition of its
structure for ICT professionals is mainly ignored. It is likely to be explained by the belief
that ICT specialists should possess this competence by default, as various ICT solutions
are intensively used in daily professional tasks. However, even without excessive anal-
ysis, it can be noted that digital competence of ICT specialists differs both in terms of
content and depth from employees in other industries. Specialists in other fields mainly
use ICT solutions to perform specific tasks and thus basically act as technology users.
Their knowledge and skills remain at the level of the human-computer interface when
it is necessary to know how to use a specific ICT tool for a specific task, i.e. run, config-
ure according to the requirements of the task, enter correct data, receive and interpret
an output, use the tool safely and ethically, and others. Those working in the field of ICT
also use ICT solutions in their daily professional work but more intensively and need
in-depth knowledge of the “internal content” of a specific ICT solution (structure, data
processing steps, used technologies, and others).

The fact that the digital skills of ICT professionals stand apart from the similar skills
of practitioners of other fields is demonstrated by several more general classifications of
ICT digital skills. In 2016, the OECD proposed the classification of ICT skills necessary
for the digital economy. It includes three levels (OECD, 20164, 2016b): ICT generic skills,
ICT specialists skills and ICT complementary skills. The classification of the Interna-
tional Telecommunication Union offers a categorisation of ICT skills into three levels
(Hakizimana, 2021): basic digital skills, intermediate digital skills, and advanced digital
skills. In this classification, it is the advanced digital skills that ICT professionals must
possess. They include skills such as software development, programming, network and
system administration, information systems and network security, database development

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 436
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists



and use, artificial intelligence, mobile application development, and many others.
The European e-Competence framework defines three levels of e-skills (CEN, 2014a): ICT
practitioner skills, e-business skills, and ICT user skills. The skills of ICT practitioners,
in this case, are related to “the abilities required for the research, development, design,
strategic planning, management, production, consulting, marketing, sales, integration,
installation, administration, maintenance, support and service of ICT systems” (CEN,
2014a). However, the European e-Competence Framework focuses on ICT practition-
ers’ and e-business skills. According to the Economic and Social Council of the United
Nations, ICT specialists need two types of digital skills (United Nations Economic and
Social Council, 2018):

o skills to adapt and creatively use available technologies. They involve adapting
software and/or technology to individualised needs and requirements and are
required by individuals or businesses who have already acquired basic digital
skills. Consequently, individuals or corporate ICT departments understand
the basic algorithms and can use online resources to create new functions or
develop more suitable applications when needed;

« skills to innovate based on adapted technologies. These include sophisticated pro-
gramming skills and knowledge of complex algorithms. Creating new technolo-
gies is the highest level of digital skills.

Ignoring the digital competence of ICT specialists can hinder the development of
quality educational programs. This study aims to conceptualise digital competence for
ICT professionals in terms of its types and/or elements and to identify suitable descriptive
frameworks and/or models.

The paper is structured as follows. The next section describes the research method-
ology. After that, the concepts relevant to the research topic are defined. At the end of
the paper, research results and discussion points are presented. Finally, the paper ends
with the conclusion section.

Methodology

The present study addresses the following research questions:
» What are the possible types and structures of digital competence of ICT professionals?
« What models and frameworks of digital and professional competence of ICT special-
ists have been developed?
» How is digital competence displayed in existing frameworks and models of digital
and professional competence of ICT specialists?
A systematic literature review was used as the primary research method to answer
the above questions. It was applied in two stages with the following steps:
o Stage I: Searching scientific databases
1. Selecting scientific electronic databases. The search was performed in IEEE Xplorer,
ACM Digital Library, Scopus, and Web of Science. Web of Science and Scopus are
the leading electronic databases of bibliographic information and citation data
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of publications across various disciplines. IEEE Xplore Digital Library and ACM
Digital Library are electronic platforms for searching and studying publications
published by the leading organisations - Institute of Electrical and Electronics
Engineers (IEEE) and Association for Computing Machinery (ACM) - and their
partners in computer science and electronic engineering.

2. Developing search strings. Based on the topic knowledge of the paper’s authors
and considering the research questions defined, it was decided to develop search
strings consisting of two parts:

o Part 1 included one of the following terms: “digital competenc™, “professional
competenc™, where * replaces multiple characters in a search string and there-
fore allows for searching, for example, such terms as “digital competence”,
“digital competencies” or “digital competency”.

o Part 2 included one of the following terms: “ICT graduate”, “IT graduate”,
“ICT specialist”, “ICT professional”, “ICT practitioner”, “IT specialist”, “IT
professional”, “IT practitioner”, “computing”, “computer science”, “informa-
tion technology”, “computer engineering”, “IT field”, and “ICT field”.

 Some examples of the used search strings are the following:

o “digital competenc” AND “ICT specialist”

o “professional competenc”™ AND “IT field”

o “digital competenc”™ AND “computer science”

3. Conducting a search in the selected databases and screening paper bibliographic
information, title, abstract and keywords by applying inclusion criteria. The fol-
lowing inclusion criteria were defined:

o a paper is written in English;

o a paper was published between 2010 and 2022. The year 2010 was chosen as
a possible acceleration point for research on digital competence following
the release of the first version of the European e-Competence framework and
mentioning of this competence in several policy-related documents;

o a paper addresses higher education in case of educational context considered
in it;

o a paper a) defines professional competence or digital competence of ICT spe-
cialists, or b) offers a model/framework for describing ICT specialists’ compe-
tencies or curricula, or c) mentions existent models/frameworks for describing
ICT specialists’ competencies;

« an electronic full-text of the paper is available;

4. Review and analysis of the found information sources.

o Stage II: Performing an additional search in the Google Search engine. Considering
that the search in electronic databases provided only a few relevant publications,
it was decided to perform an additional search in the Google Search Engine using
search strings developed in Stage I. Each paper found was screened by applying
the previously defined inclusion criteria. Finally, all of the documents found were
reviewed and analysed.
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The study was conducted in the autumn of 2022 and winter of 2023. In total, 17 infor-
mation sources were selected and analysed, among them research papers, governmental
documents, technical notes, and publications of professional associations.

Concepts and Definitions

In order to conceptualise the digital competence of ICT specialists, it is first necessary
to define the related terms and their use in a digital context. The meaning, possible typol-
ogy and even the correct spelling of the concept of competencies have been intensively
discussed issues for many years (see, for example, (Frezza et al., 2018)) and are beyond
the scope of this paper. However, most definitions still define competence in terms of
knowledge, skills and attitudes, as the European e-Competence framework does: “Com-
petence is a demonstrated ability to apply knowledge, skills and attitudes for achieving
observable results” (CEN, 2014a). In the context of computer science, the previously men-
tioned constituents are made more explicit (Clear et al., 2020):

Competency = [Knowledge + Skills + Dispositions + Task],

where

 knowledge is a factual or “know-what” dimension of the competency,

o skills are a “know-how” dimension of competency referring to the capability and
strategy for applying “know-what” to perform a task in context,

o dispositions are a “know-why” (the socio-emotional tendencies, predilections and
attitudes) dimension of competency that prescribes a requisite character or quality
in task performance,

o task is the construct that frames the skilled application of knowledge and makes
dispositions concrete.

The application and manifestation of knowledge, skills and dispositions in the pro-
fessional activity of an individual call for the concept of professional competence. Garcia
et al. (2019) define professional competence as “The degree of utilisation of knowledge,
skills, and the good judgment related to the people’s profession, and in correspondence with
all the situations that can be lived in the exercise of professional practice”. In the context
of ICT specialists, it should be noted that one of the world’s largest educational and sci-
entific societies in computer science, ACM, emphasises that professional competence of
ICT specialists “begins with technical knowledge and an awareness of the social context in
which they work can be used. Professional competence also requires skills in communica-
tion, reflective analysis and recognising and overcoming ethical challenges” (ACM, 2018).
Thus, the proposed definitions allow one to conclude that the concept of professional
competence is quite broad. It encompasses all knowledge, skills and attitudes that can
be demanded by an occupation and has a multi-component structure.

In general, competencies are classified into two main types. First, technical compe-
tencies, also called hard or specific competencies, are directly related to a job or activity
made by an individual (Hernandez-Linares et al., 2015). Second, transversal compe-
tencies, such as communicative competence, problem solving, creativity, and others,
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are necessary for any work, and their essential feature is transferability between fields
(Sa & Serpa, 2018). They are also called generic or soft competencies (Hernandez-Linares
et al.,, 2015) and are contrasted with specific competencies (Sicilia, 2009). Therefore, one
can conclude that technical and transversal competencies are part of the professional
competence of a specialist in any field.

Ferrari (2012) has provided a well-known definition of digital competence: “Digital
competence is the set of knowledge, skills, attitudes (thus including abilities, strategies, val-
ues and awareness) that are required when using ICT and digital media to perform tasks;
solve problems; communicate; manage information; collaborate; create and share content;
and build knowledge effectively, efficiently, appropriately, critically, creatively, autono-
mously, flexibly, ethically, reflectively for work, leisure, participation, learning, socialis-
ing, consuming, and empowerment.” Thus, digital competence is specifically related to
using ICT solutions in contexts like learning, work and social participation (European
Commission, Directorate-General for Education, Youth, Sport and Culture, 2019). Fur-
thermore, Calvani et al. (2008) have indicated that digital competence is a multidimen-
sional phenomenon characterised by technological (flexibly exploring new technological
contexts), cognitive (access, selection and critical evaluation of information), and ethical
(responsibly interacting through ICTs) dimensions and their integration. A systematic
review of research about definitions, synonyms and background domains of digital com-
petence is given by (Iloméki et al., 2016; Spante et al., 2018).

Thus, the professional competence of ICT specialists consists of a set of competencies,
and digital competence is only one of them (see Figure 1).

Professional competence of ICT specialists

Figure1 Digital competence as a component of professional competence of ICT professionals
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Results

Research question 1: What are the possible types and
structures of digital competence of ICT professionals?

During the research, only one information source was found that considered different
types of digital competence in the context of ICT specialists. Alvarez-Rodriguez and
Vera (2022) have specified both specific and transversal digital competencies adopting
their definitions from the Mexican National Accreditation Council in Informatics and
Computer Science:

« specific digital competencies are the necessary competencies defined for the spe-
cific profile of a specialist in the field of ICT, such as a computing specialist, soft-
ware engineer, computer science specialist, computer engineer, data engineer,
cyber security engineer and Internet of Things engineer;

o transversal digital competencies are the necessary competencies for using ICT as
an intermediary between different work participants or as a work management
tool, and they include the following competencies, which can be realised with
the help of ICT solutions: oral and written communication, information analysis
and synthesis, problem approach and solving, solution modelling, autonomous
learning, teamwork, decision making, and effective use of ICT tools (including
new technologies).

This viewpoint is well aligned with the specificity of the everyday work of ICT spe-
cialists. Those who are working in the ICT field use technology both:

o for their direct job duties, such as testing tools for executing software system tests,
programming environments for coding, version control systems for tracking
changes in software code, and others, and

« for performing supporting tasks such as communication with members of a spe-
cific project team, organisation of one’s work, and others.

o Thus, specialists in the field of ICT need both specific digital competence, which
requires the use of ICT solutions for the work to be performed in the field of ICT,
and transversal digital competence, which is related to the use of ICT solutions
for supporting tasks.

Research question 2: What models and frameworks of digital and
professional competence of ICT specialists have been developed?

In the European Union, transversal digital competence is described by the DigComp
framework, version 2.2 of which appeared in 2022. It can be attributed to any field, also
the ICT field. The framework is structured in several dimensions (Vuorikari et al., 2022):

o the first dimension consists of five basic components of digital competence: Infor-
mation literacy and computer literacy; Communication and cooperation; Creation
of digital content; Safety; Problem solving;

o in the second dimension, a total of 21 specific competencies are defined, dividing
them by the components mentioned above;

o the third dimension specifies skill levels;

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 441
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists



o the fourth dimension provides examples of knowledge, skills and attitudes accord-
ing to each previously defined competence;
o the fifth dimension describes the use cases of competencies.

The analysis of information sources allowed identifying a number of models and
frameworks used to describe specific competencies in the ICT field. Certain models are
more general and are intended for a broader range of ICT specialists without distin-
guishing a specific position or role (see Table 1). Other models, on the contrary, focus
on competencies specific to a specific ICT position or role (see Table 2). Finally, there
are also models that, on the one hand, provide a more general view that applies to ICT
professionals in general, but on the other hand, are adaptable to a specific position, role
or sub-sector of the ICT field, for example, in the SFIA 8 model, together with a general
view, there are available also digital transformation skills view, software engineering
competencies, DevOps skills view, big data/data science skills view, information and
cyber security skills view, enterprise IT view (The SFIA Foundation, 2021).

Table 1 General competence frameworks for the ICT field

Published;
Model or Framework  Current Developer Country  Structure
version year

European e-Com- 2008; 2020 European Committee European Fourdimensions:
petence Framework for Standardization Union 5 e-Competence
(e-CF) (CEN, 2014a) (CEN) and the Euro- areas encompassing

pean Committee for 40 e-Competences,

Electrotechnical Stand- 5 e-CF proficiency lev-

ardization (CENELEC). els, and examples of

knowledge and skills.
Information 2012; 2021 U.S. Department USA 9 tiers; 1.-3. founda-
Technology Com- of Labor, Employ- tional competencies,
petency Model ment and Training 4.-5. industry compe-
(U.S. Department of Administration tencies; 6.-9. speciali-
Labor, 2021a) sation competencies
SFIA 8 model 2000; 2021  SFIA Foundation United Six knowledge and skill
(The SFIA Founda- Kingdom categories, 121 skills,
tion, 2021) and 495 unique skill-
level descriptions.

ESCO (European 2010; 2020  European Commission European Descriptions of
Skills, Competences, Union 3008 occupations and
Qualifications and 13890 skills.

Occupations) (Euro-
pean Commission,

n.d.)

Skills Framework 2017; 2022 SkillsFuture Singapore Singapore Two main compo-

(SFw) for Infocomm (SSG), Workforce nents — technical

Technology (Govern- Singapore (WSG), competencies and

ment of Singapore, Infocomm Media generic competencies,

2022) Development Authority including competency
(IMDA) proficiency levels.
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Table 2

Specific competence frameworks for the ICT field

Published;
Model or Framework current Developer Country  Structure
version year
Enterprise Security  2015; 2020 U.S. Department USA 9 tiers; 1.-3. founda-
Competency Model of Labor, Employ- tional competencies,
(U.S. Department of ment and Training 4.-5. industry competen-
Labor, 2020) Administration cies; 6.-9. specialisation
competencies.
Cybersecurity 2017;2021  U.S. Department USA 9 tiers; 1.-3. founda-
Competency Model of Labor, Employ- tional competencies,
(U.S. Department of ment and Training 4.-5. industry competen-
Labor, 2021b) Administration cies; 6.—9. specialisation
competencies.
Unified Competence 2022 Assyne, N. Finland, 62 hard competencies,
Gate for Software Ghanbari, H. & Estonia, 63 soft competencies,
Professionals Pulkkinen, M. Ghana and 25 essential software
(UComGSP) (Assyne engineering competencies.
etal., 2022)
Competency 2010 Rivera-lbarra, Mexico,  Technical competencies—
Framework for J.G., Rodriguez- USA knowledge and use of
Software Engineers Jacobo, )., Fernan- technology; Social — inter-
(Rivera-lbarra et al., dez-Zepeda,J. A., & personal relationships,
2010) Serrano-Vargas, M. A. cooperation and team-
work, handling and solving
conflicts; Personal —
developmentin the job
environment, personal
development, rights and
limits.
Software Engineer- 2014 |IEEE Computer USA Technical skills (divided
ing Competency Society into life cycle skill areas
Model (SWECOM) and cross-cutting skill
(IEEE Computer areas), cognitive skills,
Society, 2014) behavioral attributes
and skills, requisite
knowledge, and related
disciplines.
Software engineer- 2015 Sedelmaier, Y., & Germany Content: collaboration,
ing body of skills Landes, D. communication, structur-
(SWEBOS) (Sedel- ing one’s way of working,
maier & Landes, personal competencies,
2015) problem awareness,
problem-solving, and
additional competencies.
Software Assurance 2013 Hilburn, T., USA Knowledge areas and units
(SwA) Competency Ardis, M., Johnson, G., related to SWA compe-
Model (Hilburn Kornecki, A. & tency, competency levels
etal., 2013) Mead, N.R. from 1to 5, along with

a breakdown of individual
competencies based on
knowledge and skills.
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Research question 3: How is digital competence displayed in existing frameworks
and models of digital and professional competence of ICT specialists?

The digital competence of ICT specialists is typically not separately distinguished
and described in the competence models and frameworks considered in Tables 1 and 2.
References to specific technology or activities with specific technologies may appear in
the description of particular competencies; for example, in the European e-Competence
Framework, they are included in the descriptions of examples of knowledge and skills
(CEN, 2014b). In (Rivera-Ibarra et al., 2010), the use of technology is distinguished as
a separate group of competencies in competencies related to job functions and includes
assessment and selection of ICT tools, as well as their adaptation and use. Such ignoring
of digital competence is most likely because the work of ICT specialists mainly involves
the intensive use of various technologies for the performance of daily professional tasks
and, as a result, the digital competence of ICT specialists, in this case, is closely inter-
twined with other competences and is therefore considered to be possessed by ICT spe-
cialists by default.

Similarly, the Information Technology Competency Model (U.S. Department of
Labor, 2021a) defines the competencies required for individuals to excel in information
technology, including their knowledge, skills, and abilities. The model is presented as
a pyramid with multiple tiers, organised based on the increasing specialisation and speci-
ficity of skills required. The pyramid structure does not suggest any hierarchical arrange-
ment of competencies, nor does it imply that the skills at the top are of higher importance
than those at the bottom. Each pyramid tier is further divided into blocks that represent
specific competency areas. This framework highlights fundamental IT user skills, such
as using a computer, communication devices, and related applications to input, retrieve,
and communicate information (U.S. Department of Labor, 2021a). This model includes
working with tools and technology in the workplace competencies section.

The SFIA 8 model (Hayashiguchi et al., 2022; Raj et al., 2021; The SFIA Foundation,
2021; UNESCO-UNEVOC, n.d.) includes six knowledge and skill categories: strategy and
architecture, change and transformation, development and implementation, delivery and
operation, people and skills, and relationships and engagement. It includes the develop-
ment of digital skills and abilities such as data analysis, software engineering, cyberse-
curity, network management, project management, communication, and collaboration
skills. SFIA version 8 has expanded digital competencies, such as digital management
and digital transformation, which are essential to promote the development of digital
skills and adaptation to the rapidly changing IT industry.

In the field of ICT, ESCO defines ICT-related occupations and skills required for these
roles, such as computer use, database and network design and administration, software
and applications development and analysis, and more (Sanz et al., 2018; Varbanov &
Georgiev, 2018).

The Skills Framework for Infocomm Technology (Government of Singapore, 2022)
describes various skills and competencies for working in different ICT sectors, such as
software engineering, data analytics, network management, and project management.

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 444
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists



The framework consists of several modules, including modules of technical skills and
modules of soft skills and behavioural competencies. The job roles’ skills and competen-
cies are categorised into two main types: technical skills and competencies, and critical
core skills, formerly referred to as generic skills and competencies. The technical skills
modules cover various areas relevant to digital competence, such as software develop-
ment, database management, cloud computing, artificial intelligence, and the Internet of
Things. Overall, the Skills Framework for Infocomm Technology supports the develop-
ment of a highly skilled and adaptable workforce in the digital economy, which is essen-
tial for the growth and competitiveness of the ICT industry in Singapore and beyond.

Discussion

According to the analysis made, the digital competence of ICT specialists is divided
into:

« professional digital competence, which is related to knowledge, skills and attitudes
related to the use of ICT solutions for the work to be carried out in the field of ICT;

« transversal digital competence, which is knowledge, skills and attitudes related to
the use of ICT solutions for supporting tasks, such as communication with other
employees, work organisation, network etiquette, and others.

Taking into account the fact that there are both general descriptions of professional
competence of ICT specialists and specific descriptions of positions and roles, it is possi-
ble to claim that professional digital competence is also divided into two types:

o general professional digital competence, which is attributed to any specialist
in the field of ICT and provides a set of general knowledge, skills and attitudes
regarding the use of technology for professional duties in the field of ICT, for
example, knowledge of the internal structure and principles of operation of com-
puters, organisation of computer networks, types of data storage, programming
environments, and others;

o specific professional digital competence, which covers skills, knowledge and atti-
tudes required for the specific position/roles in the field of ICT.

The conceptualisation of digital competence for an ICT specialist is reflected in Fig-
ure 2. It also specifies an appropriate competence framework for each of the competence
groups. The DigComp framework developed in Europe is suitable for describing trans-
versal digital competence. The European e-Competence Framework specifies general
professional digital competence. Specific professional digital competence is different for
different roles. Figure 2 gives an example of this type of competencies for a cybersecurity
specialist.
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DIGITALCOMPETENCE FOR THE ICT PROFESSIONAL
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Figure2 Conceptualisation of digital competence for ICT professionals

Conclusion

Professional competence frameworks and models are essential tools for employers
and professionals in the ICT field to ensure they have the skills and knowledge required
to succeed in their roles and help guide professional development and educational pro-
grams. Nowadays, many frameworks exist. They differ in scope, coverage, structure, and
level of detail. Digital competence is a part of the professional competence of ICT pro-
fessionals. The paper has demonstrated that it is multifaced phenomenon as it comprises
transversal digital competence, general professional digital competence and specific pro-
fessional digital competence. All three types of digital competence must be addressed
and developed in the study process of ICT professionals in HEIs.

Further research could be directed to validating the proposed conceptualisation of
digital competence for ICT professionals by engaging ICT practitioners and enterprises
in its evaluation and refinement. Additionally, it would be rational to do an inventory of
existent and identify missing frameworks that can be used to describe specific profes-
sional digital competence.

Author Note

This research was supported by the project “Assessment of Competences of Higher Education
Students and Dynamics of Their Development in the Study Process” (ESF project 8.3.6.2: Devel-
opment and Implementation of the Education Quality Monitoring System) (Project agreement
no. £SS2022/422).

REFERENCES

ACM. (2018). ACM Code of Ethics and Professional Conduct. https://www.acm.org/code-
of-ethics#:~:text%C2%A0=%20Professional%20competence%20starts%20with%20
technical,recognizing%20and%20navigating%20ethical%20challenges

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 446
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists



Assyne, N., Ghanbari, H., & Pulkkinen, M. (2022). The essential competencies of software professionals:
A unified competence framework. Information and Software Technology, 151. https://doi.org/10.1016/
j.infs0f.2022.107020.

Alvarez-Rodriguez, E J., & Vera, R.A.A. (2022). Assessment of digital graduation competences for
programs degrees in computing and information technology under the Society 5.0 paradigm. IEEE
Revista Iberoamericana de Tecnologias del Aprendizaje, 17(2), 208-214. https://doi.org/10.1109/
RITA.2022.3167006

Brecko, B., & Ferrari, A. (2016). The digital competence framework for consumers. Joint Research Centre
Science for Policy Report, EUR 28133 EN. https://doi.org/10.2791/838886

Calvani, A., Cartelli, A., Fini, A., & Ranieri M. (2008). Models and instruments for assessing digital
competence at school. Journal of E-Learning and Knowledge Society, 4(3), 183-193. https://doi.org/
10.20368/1971-8829/288

CEN. (2014a). User guide for the application of the European e-Competence Framework 3.0. https://
itprofessionalism.org/app/uploads/2019/11/User-guide-for-the-application-of-the-e-CF-3.0_CEN_
CWA_16234-2_2014.pdf

CEN. (2014b). European e-Competence Framework 3.0.: A common European framework for ICT
Professionals in all industry sectors. http://media.voog.com/0000/0032/8666/files/ Abimaterjal%20-%20
Euroopa%20e-kompetentside%20(e-CF)%20raamistik.pdf

Clear, A., Clear, T, Vichare, A., Charles, T., Frezza, S., et al. (2020). Designing computer science competency
statements: A process and curriculum model for the 21st century. 2020 ITiCSE Working Group Reports
(ITiCSE-WGR °20), June 17-18, 2020, Trondheim, Norway. ACM, New York, NY, USA, 36 pages.
https://doi.org/10.1145/3437800.3439208

European Commission. (n.d.). ESCO. https://esco.ec.europa.eu/en

European Commission. (2016). A new skills agenda for Europe. Working together to strengthen human
capital, employability and competitiveness. Communication from the Commsiion to the European
Paliament, the Council, the European economic and social committee and the Committee fo
the regions. Brussels, 10.6.2016, COM(2016) 381 final. https://eur-lex.europa.eu/legal-content/EN/
TXT/PDF/?uri=CELEX:52016DC0381&from=EN

European Commission. (2022). Digital Economy and Society Index (DESI) 2022. Thematic chapters.
https://ec.europa.eu/newsroom/dae/redirection/document/88764

European Commission, Directorate-General for Education, Youth, Sport and Culture. (2019). Key
competences for lifelong learning. Publications Office. https://data.europa.eu/doi/10.2766/569540

Ferrari, A. (2012). Digital competence in practice: An analysis of frameworks. EUR 25351 EN, Luxembourg
(Luxembourg), Publications Office of the European Union, JRC68116. https://doi.org/10.2791/82116

Frezza, S., Daniels, M., Pears, A., Cajander, A., Cann, V, et al. (2018). Modelling competencies
for computing education beyond 2020: A research based approach to defining competencies in
the computing disciplines. Proceedings Companion of the 23rd Annual ACM Conference on Innovation
and Technology in Computer Science Education (ITiCSE ’18 Companion), July 2-4, 2018, Larnaca,
Cyprus. ACM, New York, NY, USA, 27 pages. https://doi.org/10.1145/3293881.3295782

Garcia, R.M.G., Ruiz, J.A.C., & Ruiz, S.V.C. (2019). Chapter 10: The training of intellectual capital
in the tourism sector based on the development of professional skills. In E.O.C. Espinosa (ed.),
The Formation of Intellectual Capital and Its Ability to Transform Higher Education Institutions and
the Knowledge Society (pp. 199-211). https://doi.org/10.4018/978-1-5225-8461-2.ch010.

Government of Singapore. (2022). Skills Framework for Infocomm Technology. https://www.skillsfuture.
gov.sg/skills-framework/ict

Hakizimana, G. (2021). Skill sets required due to the digital transformation. Digital Skills Insights 2021.
International Telecommunication Union. https://academy.itu.int/sites/default/files/media2/file/
21-00668_Digital-Skill-Insight-210831_CSD%20Edits%206_Accessible-HD.pdf

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 447
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists


https://doi.org/10.1016/j.infsof.2022.107020
https://doi.org/10.1016/j.infsof.2022.107020
https://doi.org/10.1109/RITA.2022.3167006
https://doi.org/10.1109/RITA.2022.3167006
https://doi.org/10.2791/838886
https://doi.org/10.20368/1971-8829/288
https://doi.org/10.20368/1971-8829/288
https://itprofessionalism.org/app/uploads/2019/11/User-guide-for-the-application-of-the-e-CF-3.0_CEN_CWA_16234-2_2014.pdf
https://itprofessionalism.org/app/uploads/2019/11/User-guide-for-the-application-of-the-e-CF-3.0_CEN_CWA_16234-2_2014.pdf
https://itprofessionalism.org/app/uploads/2019/11/User-guide-for-the-application-of-the-e-CF-3.0_CEN_CWA_16234-2_2014.pdf
http://media.voog.com/0000/0032/8666/files/Abimaterjal%20-%20Euroopa%20e-kompetentside%20(e-CF)%20raamistik.pdf
http://media.voog.com/0000/0032/8666/files/Abimaterjal%20-%20Euroopa%20e-kompetentside%20(e-CF)%20raamistik.pdf
https://doi.org/10.1145/3437800.3439208
https://esco.ec.europa.eu/en
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX
https://ec.europa.eu/newsroom/dae/redirection/document/88764
https://data.europa.eu/doi/10.2766/569540
https://doi.org/10.2791/82116
https://doi.org/10.1145/3293881.3295782
https://doi.org/10.4018/978-1-5225-8461-2.ch010
https://www.skillsfuture.gov.sg/skills-framework/ict
https://www.skillsfuture.gov.sg/skills-framework/ict
https://academy.itu.int/sites/default/files/media2/file/21-00668_Digital-Skill-Insight-210831_CSD%20Edits%206_Accessible-HD.pdf
https://academy.itu.int/sites/default/files/media2/file/21-00668_Digital-Skill-Insight-210831_CSD%20Edits%206_Accessible-HD.pdf

Hayashiguchi, E., Washizaki, H., Shintani, K., & Yoshioka, D. (2022). The competency-based computing
Curricula 2020 and SFIA V7 comparison focusing on digital transformation age. 2022 IEEE
World Engineering Education Conference (EDUNINE), 2022, pp. 1-6, https://doi.org/10.1109/
EDUNINES53672.2022.9782383

Hernandez-Linares, R., Agudo, J. E., Rico, M., & Sanchez, H. (2015). Transversal competences of university
students of engineering. Croatian Journal of Education, 17(2), 383-409. https://doi.org/10.15516/
cje.v17i2.1062

Hilburn, T., Ardis, M., Johnson, G., Kornecki, A. & Mead, N. R. (2013). Software assurance competency
model. Technical note CMU/SEI-2013-TN-004. https://resources.sei.cmu.edu/asset_files/
TechnicalNote/2013_004_001_47965.pdf

IEEE Computer Society. (2014). Software Engineering Competency Model, Version 1.0. https://www.
computer.org/volunteering/boards-and-committees/professional-educational-activities/software-
engineering-competency-model

Hlomiki, L., Paavola, S., Lakkala, M., & Kantosalo A. (2016). Digital competence — an emergent boundary
concept for policy and educational research. Education and Information Technologies, 21, 655-679.
https://doi.org/10.1007/s10639-014-9346-4

OECD. (20164a). Skills for a digital world. 2016 Ministerial meeting on the digital economy: background
report. OECD Publishing. https://www.oecd-ilibrary.org/docserver/5jlwz83z3wnw-en.pdf
2expires=1665559871&id=id&accname=guest&checksum=A6F20D2D3A376A556FB574
E8E6588A65

OECD. (2016b). New skills for the digital economy: measuring the demand and supply of ICT skills at
work. 2016 Ministerial meeting on the digital economy: technical report. OECD Publishing.
https://www.oecd-ilibrary.org/docserver/5jlwnkm2fc9x-en.pdf?expires=1666250017&id=
id&accname= guest&checksum=63BF83DE962796F95B32CEF29D863EDO

Raj, R. K., Sabin, M., Impagliazzo, J., Bowers, D., Daniels, M., et al. (2021). Professional Competencies in
Computing Education: Pedagogies and Assessment. 2021 ITiCSE Working Group Reports (ITiCSE-
WGR?21), June 26-July 1, 2021, Virtual Event, Germany. ACM, New York, NY, USA, 29 pages.
https://doi.org/10.1145/3502870.3506570

Redecker, C. (2017). European Framework for the Digital Competence of Educators: DigCompEdu, EUR
28775 EN. Luxembourg: Publications Office of the European Union. https://doi.org/10.2760/178382

Rivera-Ibarra, J. G., Rodriguez-Jacobo, J., Ferndndez-Zepeda, J. A., & Serrano-Vargas, M. A. (2010).
Competency Framework for Software Engineers. Proceedings of the 23rd IEEE Conference on Software
Engineering Education and Training, 2010, 33-40. https://doi.org/10.1109/CSEET.2010.21.

S4, M. J., & Serpa, S. (2018). Transversal Competences: Their Importance and Learning Processes by
Higher Education Students. Education Sciences, 8(3), 126. https://doi.org/10.3390/educsci8030126

Sanz, L. E, Gomez-Pérez, J., & Castillo-Martinez, A. (2018). Analysis of the European ICT Competence
Frameworks. In V. Ahuja, & S. Rathore (Ed.), Multidisciplinary Perspectives on Human Capital and
Information Technology Professionals (pp. 225-245). IGI Global. https://doi.org/10.4018/978-1-5225-
5297-0.ch012

Sedelmaier, Y., & Landes, D. (2015). SWEBOS - The Software Engineering Body of Skills. International
Journal of Engineering Pedagogy, 5, 12-19. https://doi.org/10.3991/ijep.v5i1.4047

Sicilia, M.-A. (2009). How Should Transversal Competence Be Introduced in Computing Education?
ACM SIGCSE Bulletin, 41(4), 95-98. https://doi.org/10.1145/1709424.1709455

Spante, M., Hashemi, S.S., Lundin, M., & Algers A. (2018). Digital competence and digital literacy in
higher education research: Systematic review of concept use. Cogent Education, 5(1519143). https://
doi.org/10.1080/2331186X.2018.1519143

The SFIA Foundation. (2021). SFIA 8. https://sfia-online.org/en/sfia-8

UNESCO-UNEVOC International Centre. (n.d.). Digital competence frameworks for teachers, learners
and citizens: database. https://unevoc.unesco.org/home/Digital+Competence+Frameworks

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 448
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists


https://doi.org/10.1109/EDUNINE53672.2022.9782383
https://doi.org/10.1109/EDUNINE53672.2022.9782383
https://doi.org/10.15516/cje.v17i2.1062
https://doi.org/10.15516/cje.v17i2.1062
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2013_004_001_47965.pdf
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2013_004_001_47965.pdf
https://www.computer.org/volunteering/boards-and-committees/professional-educational-activities/software-engineering-competency-model
https://www.computer.org/volunteering/boards-and-committees/professional-educational-activities/software-engineering-competency-model
https://www.computer.org/volunteering/boards-and-committees/professional-educational-activities/software-engineering-competency-model
https://doi.org/10.1007/s10639-014-9346-4
https://www.oecd-ilibrary.org/docserver/5jlwz83z3wnw-en.pdf?expires=1665559871&id=id&accname=guest&checksum=A6F20D2D3A376A556FB574E8E6588A65
https://www.oecd-ilibrary.org/docserver/5jlwz83z3wnw-en.pdf?expires=1665559871&id=id&accname=guest&checksum=A6F20D2D3A376A556FB574E8E6588A65
https://www.oecd-ilibrary.org/docserver/5jlwz83z3wnw-en.pdf?expires=1665559871&id=id&accname=guest&checksum=A6F20D2D3A376A556FB574E8E6588A65
https://www.oecd-ilibrary.org/docserver/5jlwnkm2fc9x-en.pdf?expires=1666250017&id=id&accname=guest&checksum=63BF83DE962796F95B32CEF29D863ED0
https://www.oecd-ilibrary.org/docserver/5jlwnkm2fc9x-en.pdf?expires=1666250017&id=id&accname=guest&checksum=63BF83DE962796F95B32CEF29D863ED0
https://doi.org/10.1145/3502870.3506570
https://doi.org/10.2760/178382
https://doi.org/10.1109/CSEET.2010.21
https://doi.org/10.3390/educsci8030126
https://doi.org/10.4018/978-1-5225-5297-0.ch012
https://doi.org/10.4018/978-1-5225-5297-0.ch012
https://doi.org/10.3991/ijep.v5i1.4047
https://doi.org/10.1145/1709424.1709455
https://doi.org/10.1080/2331186X.2018.1519143
https://doi.org/10.1080/2331186X.2018.1519143
https://sfia-online.org/en/sfia-8
https://unevoc.unesco.org/home/Digital+Competence+Frameworks

United Nations Economic and Social Council. (2018). Building digital competencies to benefit from existing
and emerging technologies, with a special focus on gender and youth dimensions. Report of the Secretary
General. E/CN.16/2018/3. https://unctad.org/system/files/official-document/ecn162018d3_en.pdf

U.S. Department of Labor. (2020). Enterprise Security Competency Model. https://www.careeronestop.
org/competencymodel/competency-models/Enterprise-Security.aspx

U.S. Department of Labor. (2021a). Information Technology Competency Model. https://www.careeronestop.
org/competencymodel/competency-models/information-technology.aspx

U.S. Department of Labor. (2021b). Cybersecurity Competency Model. https://www.careeronestop.org/
CompetencyModel/Competency-Models/cybersecurity.aspx

Varbanov, P, Georgiev, I. (2018). D2.2.: Reference Model of Skills, E-competences and Qualifications Needs
of Data Scientists and IoT Engineers. SEnDIng project.

Vuorikari, R., Kluzer, S., & Punie, Y. (2022). DigComp 2.2: The Digital Competence Framework for Citizens -
With new examples of knowledge, skills and attitudes, EUR 31006 EN. Luxembourg: Publications Office
of the European Union. ISBN 978-92-76-48882-8. https://doi.org/10.2760/115376

About Authors

Alla Anohina-Naumeca is an Associate Professor at Riga Technical University with more than 20
years of experience in teaching in the field of computer science. She obtained a doctoral degree in
information technology in 2007 from Riga Technical university, Latvia. She defended her second
PhD in pedagogy in 2018 at the University of Latvia. Her main scientific interest are computer
science, artificial intelligence, education, and educational software. She has more than 70 publi-
cations, most indexed in Scopus and Web of Science.

Anda Abolina is a PhD candidate in education sciences. She works as a research assistant at
the Faculty of Education, Psychology, and Art, at the University of Latvia and also as a pro-
gramming engineer and lecturer at Rezekne Academy of Technologies (Latvia), teaching study
courses such as “Processing of sensor data”, “Methodology of computer science”, and “Teaching
Methodology of Programming”. Her primary areas of scientific interest include computer science,

the Internet of Things, programming, and education.

HUMAN, TECHNOLOGIES AND QUALITY OF EDUCATION, 2023 449
A. Anohina-Naumeca, A. Abolina. Conceptualising Digital Competency for ICT Specialists


https://unctad.org/system/files/official-document/ecn162018d3_en.pdf
https://www.careeronestop.org/competencymodel/competency-models/Enterprise-Security.aspx
https://www.careeronestop.org/competencymodel/competency-models/Enterprise-Security.aspx
https://www.careeronestop.org/competencymodel/competency-models/information-technology.aspx
https://www.careeronestop.org/competencymodel/competency-models/information-technology.aspx
https://www.careeronestop.org/CompetencyModel/Competency-Models/cybersecurity.aspx
https://www.careeronestop.org/CompetencyModel/Competency-Models/cybersecurity.aspx
https://doi.org/10.2760/115376



